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Preface

1. The Purpose of Standard

This standard aims to establish principles and defines standardized procedures on
digital evidence collection, analysis, preservation for investigator, researcher and
analyzer so that the digital data extract through the procedures defined in this
document can be accepted as evidence in the court.

2. The summary of contents

This standard consists of principles and procedures on computer forensics. It
presents about preserving of original digital media, guarantee of digital data integrity
and tools’ reliability are principles of computer forensics. Also, the information of
software and hardware tools as well as preparation and procedures of each steps for
digital evidence acquisition are included. There are several kinds of digital evidences
such as digital documents, internet history, e—mail, network information, data stored
in databases, data of CCTV, etc. And they require different procedures, which are
contents of this standard as well.

3. Applicable fields of industry and its effect

The principles and standard procedures defined in this document can be applied
to investigation and examination related to treating digital evidence. By following the
guideline in this standard, the acquired digital evidence will be reliable enough to use
as evidence in the court.
4. Reference Standards (Recommendations)
4.1 International Standards (Recommendations)

None

4.2 Domestic Standards

None
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5. Relationship to Reference Standards(Recommendations)

5.1 The relationship of Reference Standards

Not applicable

5.2 Differences between Reference Standard(recommendation) and this standard

Not applicable

6. The Statement of Intellectual Property Rights

As of December 2007, any IPRs related to this standard cannot be found

7. The Statement of Conformance Testing and Certification

Not applicable

8. The History of Standard

Edition

Issued date

Contents

The 1st edition

2007. 12. 26

Established
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UOH, ZHFH S22 &M Atetkl= CXE A
3.2. &40 #9

ATA AT-Attachment

BIOS Basic Input Output System

CCTV Closed Circuit Television

CD Compact Disk

OVD Digital Versatile Disc

IDE Integrated Drive Electronics

IEEE Institute of Electrical and Electronics Engineers

IP Internet Protocol

LCD Liquid Crystal Display

MAC Media Access Control

RAID Redundant Array of Independent Disks

SATA Serial ATA

SCSI Small Computer System Interface

TCP Transmission Control Protocol

UbP User Datagram Protocol

URL Uniform Resource Location

uSB Universal Serial Bus
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9.2. CICIEHIOIA

CIOIEHIOIA S

I
OlA B8HE BN =8et = 48

1. CIOIEHIOIA SH =&

HIOIEHIOI AR 23S CIXE SHO =& EXts Otef (O 9-3)1F &L
DB 5%
No DB~ Yes
o
£ s
"-../‘;':‘1-— 1=1:—~='rh NDl
. ';,;Es < ESTH]; ey
T "““5"5'*' No
T i |
2TE AR e R No 2171 DB
FEZAIZE =0 Wy HIEH 2 9zl
T i —a
Yes
b
=g s | B 4T DBEY 47
L

v | AR N2 DB S| X%

(08 9-3) OIOIEHIONA SH =8 EXt

1]

Oh 28 CGIOIEHOIAS TaEH AIABRA2 COIEMOIAI EXGHEX ol
5D EM5IX &2 2P 2YHM ¥ CIOIEHMO0IAS B8 L 4F HES
S0l EHT}

L. 85 ZZ2 )&= AFEol0 OIOIEHI0IAN st = Ol22, AAEXL EE

’

31 TTAS.KO-12.0058



AEAE 32 2

2 &

oin

Ct. GIOIEHIOIA AHE =&Y E2 A 228 B2 = 2EHME &

=280}

S I

ct. =XHotls U28ts =g A2 UOIHHIO0IA L= SEXHHMH BEUHE AI=S
|

OF. GIOIEIBIOIA 2E A = HEXI (= < OOIEHMI0IA EH HE, At
E=lg= Aol e oI (RS X AtetCh.

bh X E GIOIEHIOIAS SAHR = IS ZH DU 442 A, Il
=, 5o 5 PHEC

9.2.2. HIOIEHIOIA S 24

=& E OOIHHoIA BES 24 Xz Ot (O 9-4)2F 2.

o2 onj
AR21 ol

A No

e

0IOIE BiCk

S —

0 =
L, iam pxa
“mewmk
Al O Lp«:: diole) = 4o
NEEPS P mese —l
I Yes X

diolg 24 —»

.

(08 9-4) IOIHHBIOIA SH 24 EX

b 2TE GOIEHO0IA ZAHE L BH DHLol cHH3tS M85t 8 Al B

32 TTAS.KO-12.0058



—_

ioJ

SO0 JI = gt Bl

=
O

ol
=

22, Z2MA, A I

o
—

4

2

ol
33
e}
ur
i
i
TH
%0

| 3lgd

A )

Gl Ol E4 11l Ol

LE.

<l

MM < CIOIEHI0l

[m] 3
= —

A S0

Gl Ol E4 1l Ol

Ct.

At

ok

ioleHiolAs &

ct.

i
~
KIo
|
I9)

|
1o

ol
o

B

o)
ur
ol

<l

Gl Ol E4 1l Ol

Ot.

TTAS.KO-12.0058

33



9.3. CCTV
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