“wub _¥Yn 3 A7 1
I ‘Ew (nemography@korea.ac.kr)
2010. 08. 25



Digital Forensic Research Center, CIST, Korea University 2



B, 2z (File Carving)

AE’DH\l-”-X‘:::'55 TS T-I'I_’Ah\p\'i’
B wn  eqT L6  KEHI
Ax st 55 EUT « B Hf QR T 3 & 0ok HN
Q o3+ Wy v L7}

SQLiter + | +4&

Digital Forensic Research Center, CIST, Korea University 3



Digital Forensic Research Center, CIST, Korea University 4



A #£n CMG—ATA ‘EH ( FRn, . : 2~ 2A5Byte)
AM K Fnic B xF L£wdg x a0 e

File Header

0x 0 1 2 3 4 5 6 7 8 9 A

°

- Il

M K" Freelist Freelist
20 -
+n K +ny o

Digital Forensic Research Center, CIST, Korea University



SQLiter = |

W, L
Ale sy

Leaf Node

Internal

Overflow

Freelist

A Overflow

G Fn_ w
TR @

+ W 0x0D
ARt O £
I M OX0A
+ W 0x05 vk 1 fdy
J|'f|'b0( 0x02 B-Tree "E 70
v d »H "
;] BTre¢g AQ -~ N QI
+n

+nic Wiz 0 AC T LEFHO

Digital Forensic Research Center, CIST, Korea University




SQLiter+ | & Fn_ w

A Leaf Node #+n _ w
AleafNode +niEHF 1 e » §(Celle T "EH
A +n %/ A/ b a0 e

TR . w >
+n X . w
Y NRTRY M K Free Block i o "oy "
(1Byte) — AN (2Byte) (2Byte) i —A (2Byte)
n._. w
--
X HE X w4

— _/
~

i .

Digital Forensic Research Center, CIST, Korea University 7



File Heade
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SQLite
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n d -’

0x1000 33,538,048
0x800 28,672
0x400 274,432
0x400 3,953,664
0x400 632,832
0x1000 69,632
0x1000 5,365,760
0x400 1,413,120
0x1000 45,056
0x400 421,888
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SQLite

Page Header & Cell Pointer
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SQLite
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Thank you for your attention
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